
Lecture 6

Internet. Lan, and Domains (continued)

A. Logic Review
And (·) truth table = 0 and 0 = 0 , 1·0=0, 1·1=1

Or (+) truth table= 0 or 0=0, 1+0=1, 1+1=1

Exclusive or (() truth table=  0 ( 0=0, 0 ( 1=1, 1 ( 1=0

Not or * truth table 0*=0, 1* = 0  
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B. Subnetting

Sometimes an organization is assigned a network id and it really needs to break up the systems into subnetworks.  They may have different departments such as sales, administrative and technical.  To implement this the subnet mask caqme into play.  Taking any host IP address if anded with the mask will give the subnet the sytsm belongs to.  Remember they are still part of the overall network.

Example

Class B network host IP = 142.16.2.64


In binary 

10001110  00010000  00000010 01000000


Mask for no subnet 
255.255.0.0

In binary

11111111  11111111  00000000  00000000


IP 


10001110  00010000  00000010  01000000


Subnet Mask

11111111  11111111  00000000  00000000


IP·Subnet Mask
10001110  00010000  00000000  00000000

Network = 

142.
      16.

0.
      0


Now to make subnets

Class B network host IP = 142.16.2.64


Maski for subnet 
255.255.3.0


IP 


10001110  00010000  00000010  01000000


Subnet Mask

11111111  11111111  00000011  00000000


IP·Subnet Mask
10001110  00010000  00000000  00000000


Sub Network = 
142.
      16.

2.
      0
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C. ICMP (Internet Control Message Protocl)

This is a message that is also used in the Internet for error reporting  and diagnostic purposes.  There various types of ICMPs.

1. Ping (Packet Internet groper) Is a command window utility that can report back TCP/IP problems such as connection failures to hosts. 
The basic command is “ping hostname”.
For example a successful ping would look like this

C:\>ping www.staples.com

Pinging e581.r.akamaiedge.net [72.247.74.125] with 32 bytes of data:

Reply from 72.247.74.125: bytes=32 time=14ms TTL=57

Reply from 72.247.74.125: bytes=32 time=12ms TTL=57

Reply from 72.247.74.125: bytes=32 time=23ms TTL=57

Reply from 72.247.74.125: bytes=32 time=12ms TTL=57

Ping statistics for 72.247.74.125:

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

    Minimum = 12ms, Maximum = 23ms, Average = 15ms

A blocked host ping would look like this (Maybe muggles don’t gain access).  Some network administrators concerned about a continuous deluge of pings causing DOS (Denial of services) to a host server.
C:\>ping www.harrypotter.com

Pinging harrypotter.com [64.236.92.18] with 32 bytes of data:

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Ping statistics for 64.236.92.18:

    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

Ping sends an ICMP echo packet and the destination host responds with a reply packet.      This is done four times.  The millisecond time displayed is the round trip time.

The sending packet contains a TTL (time to live field) which is decremented by one                         for every router on the path to the host.  If the TTL count is decremented to zero before reaching the targeted host a time expired packet will be returned.  If the destination host is reached it returns its own default TTL count in the reply packet which is also decremented by all routers along the return path.  The default TTL count usually on new system is 128 and 32 on old ones (I guess the Internet is getting bigger). 
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2. Tracert

The tracert command window utility is used to determine the path that an IP packet has taken to reach a destination.  The tracert utility is useful for determining route problems such as routing table errors, slow routers, and router malfunction.  The command can be used to determine where a packet stopped on a network.
An example tracert

C:\>tracert www.dogpile.com

Tracing route to searchxml.infospace.com [204.9.89.1]

over a maximum of 30 hops:

  1     4 ms     3 ms     4 ms  192.168.2.1

  2    12 ms    11 ms    10 ms  10.9.192.1

  3    12 ms    13 ms    12 ms  dstswr2-vl2.rh.hcvlny.cv.net [167.206.32.34]

  4     *        *        *     Request timed out.

  5    13 ms    12 ms    12 ms  rtr3-tg10-2.wan.hcvlny.cv.net [64.15.4.5]

  6     *        *        *     Request timed out.

  7     *        *        *     Request timed out.

  8    29 ms    27 ms    29 ms  cr1-loopback.bol.savvis.net [208.172.50.70]

  9    19 ms    19 ms    18 ms  hr1-pos-1-0-0.Waltham2bo2.savvis.net [208.172.51

.66]

 10    19 ms    18 ms    23 ms  csr4-ve242.Waltham2bo2.savvis.net [64.14.70.146]

 11    18 ms    18 ms    19 ms  64.28.83.174

 12    26 ms    19 ms    19 ms  bos01cr01-g4-1.INFOSPACE.COM [204.9.88.66]

 13    17 ms    20 ms    19 ms  bos01ds02-g4-1.infospace.com [204.9.88.86]

 14    18 ms    21 ms    20 ms  searchxml.infospace.com [204.9.89.1]

Trace complete.

Tracert sends an echo packet which as mentioned above for the ping utility, each router along the path decrememnts the TTL field by one.  Now if the router upon decrementing by one results in zero it will send back a TTl Expired in transit message.  Thus the tracert utility sends out first the echo request packet with a TTL of one.  It follows by sending out next time with a TTL of two and continues incrementing till the desired destination is reached.  The returning TTLexpired messages tells what the router and therefore IP path is.  The utility sends out three times for each TTL field.

a. Hop count Is the highest TTL reached, the number of routers on the way to the destination.  Maximum hop amount is given whereby any further distance will not be sent out (30 max in example)

b. Round trip time for all hops is shown.  Three values are given for each hop.
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c. IP address and name (if available) of destination host is provided.

d. Request timed out status is given if the router reached doesn’t send back a reply.  On the other hand this router may still allow for pass through to the next hop.  It just doesn’t want to allow for information gathering about itself.  Paranoiac, but understandable.
D. Types of Lans

1. Peer to Peer Lans 

All the machines on this lan are equal.  All the machines can access each other and none are dedicated to some specific resource.

2. Client-server Lans

Certain high performance machines are dedicated to specific services and are called servers.  They are there to serve clients who make requests of them for these services.  Examples are print, file, and communication servers.  In the internet when you call on a web server the connection is temporary unlike what is set up in a telephone call.  You can see this with the netstat utility.  This way a web server can serve many clients.

E. Domain name system

It is hard to remember addresses with numbers.  It is easier to work with names that have meaning.  In order to use names we need a way to map the names into their IP address.  Also since we require a universal connecting system all names must be unique.  

1. Flat namespace - Initially the concept was for a flat namespace.  That is each system had a single unique name administrated by one central authority.  The problem was that as more computers became connected to the Internet it became very difficult to administer.  Also single point of failure was dangerous.

2. Domain Name System (DNS) – The solution was to develop what was a hierarchical name system called domain name system.
Example

 cs.csi.cuny.edu
 This computer has what is called the following labels for its name.  The cs stands for the computer’s name(short for computer science at the csi domain, at the cuny domain, at the edu (educational) domain.   The edu domain is the highest level and is administered internationally by the Internet_Assigned_Numbers_Authority.  See http://en.wikipedia.org/wiki/Internet_Assigned_Numbers_Authority
Therefore cuny had to get approval for their domain of cuny.edu.  They are now registered in an international whois database.  Now the cuny administrator can allow for the college of staten island to get the csi.cuny.edu domain.  The csi administrator can allow the computer science department to obtain for one of their servers a cs.csi.cuny.edu domain.  We now have domain name system servers for our computers to access so as to map the computer name addresses into IP numbers needed.  Top level domains can be organizational abbreviations or geographical such as countries.
Organizational list link
 http://en.wikipedia.org/wiki/Generic_top-level_domain
Country list link  

http://en.wikipedia.org/wiki/Country_code_top-level_domain 
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